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Document for Tender  
No. (36/2021) 

(29 Pages) 
 
 

 

Intelligent security operation Centre – intelligent SOC ( ISOC). 
 
 
Tenderer: 

 Name: ……………………………………… 

 Address: …………………………………... 

 Telephone / Cellular: ……………………. 

 Fax: ……………………………………….... 

 Website: ………………………………….... 

 E-Mail: ……………………………………… 

 Contact Person: ………………………….. 
 
 
 

 

Tender summary mentioned in page (4-7) shall be fill by the tenderer, otherwise his tender 
will not be considered. 

 

 
Tender Document Cost = 30 JD. 
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Invitation to Tender 
No. (36/2021) 

 
Dear Sir; 
You are kindly requested to submit your proposals to build a customized fully managed Intelligent 
Security Operation Centre - Intelligent SOC (iSOC) as per requirements and technical 
specifications enclosed herewith, by filling in the schedules, signing the form of tender, and 
forward the complete tender documents to the attention of IDECO - Director General addressed as 
seen on the cover page, to be received not later than 2 pm (local time) due June, 16, 2021. 

 
All bids must be accompanied with a Bid Bond of a value not less than 5% of the highest 
alternative tender price, otherwise your tender will not be considered. The bid bond shall be 
enclosed in the same envelope of the tender and must be delivered to tenders secretary office 
located in Northern Station – Hakama Street - Supplies Department not later than 2 pm (local 
time) due June, 16, 2021. 

 
Table no. 2 

 

Item 

No. 
Service  Description 

1 Implementation to Intelligent security operation 
Centre – intelligent SOC ( ISOC). 
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Tender Summary for Tender No. 36/2021 
 

These 4 pages must be completely filled out by the bidder; otherwise it may be 
a reason for exclusion from the bidding competition: 

 

Name of bidder: 
 
 

Address:  

Telephone/Cellular/Fax  

E- Mail  

Contact Person:  

Name of service provider 
and country of origin: 

 

The value of the bid bond 
and the bank issued from: 

 

The total 
value of 
the bid: 

Currency  

Total 
price 

Including 
tax & fees  

 

Exclude 

tax & fees 

 

exempt  

Total price in 
writing 

 

The time required to 
provide the service. 

 

 
Official signature and seal / Bidder 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Irbid Electricity Company Use: 

 
Chairman of the Committee 

 
Deputy Chairman of the Committee 

 
 

Committee member 
 

Committee member Committee member 

 
Committee member Committee member 
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Departures 

 

Departures 
from 

Technical 
specifications 

Required offered 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Special 
requirements 

Required offered 

 
 
 
 
 
 
 
 
 
 
 
 

 

Official signature and seal / Bidder 
 
 

 
 
 
 

 
Irbid Electricity Company Use: 

 
Chairman of the Committee 

 
Deputy Chairman of the Committee 

 
 

Committee member 
 

Committee member Committee member 

 
Committee member Committee member 
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1- General Condition: We committed to implementing all items mentioned in the general 
conditions within the bid document number (       ). 
 

2- Tendering Instructions: We committed to implementing all items mentioned in the 
tendering instructions within the bid document number (          ). 

 
3- Special Requirements and technical specifications: We committed to implementing 

all items mentioned in the special requirements within the bid document number (        
). 
 

4- We committed to fill out all the required pages with the bid documents, without any 
discrepancies with similar information contained in the Tender Summary. 

 
5- We committed that in case there is a difference in the prices provided by us, the 

lower price will be approval. 

 

6- Based on the above we sign. 
Official signature and seal / Bidder 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Irbid Electricity Company Use: 

 
Chairman of the Committee 

 
Deputy Chairman of the Committee 

 
 

Committee member 
 

Committee member Committee member 

 
Committee member Committee member 
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In case there are any comments or additional terms or other offers by the bidder; it must be 
mentioned or Brief about it in the summary of this page: 
 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Official signature and seal / Bidder 
 
 
 

Irbid Electricity Company Use: 

 
Chairman of the Committee 

 
Deputy Chairman of the Committee 

 
 

Committee member 
 

Committee member Committee member 

 
Committee member Committee member 
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GENERAL CONDITIONS  
 

 
1. Preamble 

1.1. These General Conditions shall apply, save as varied by express agreement accepted in 
writing by both parties. 

 
1.2. Definition of Terms: 

The "Purchaser" shall mean "Irbid District Electricity Co. Ltd." Hereinafter called "IDECO", 
and shall include IDECO's legal personal representatives and duly appointed engineers. 
The "Engineer" shall mean "Irbid District Electricity Co." or persons for the time being or 
from time to time duly appointed in writing by the purchaser to act as Engineer or the 
purpose of the contract. 

 
2. Formation of Contract 

2.1. The contract shall be deemed to have been entered into when the purchaser has sent an 
acceptance in writing before the time set in the tender for acceptance or any such later 
date extended by the tenderer at the request of the purchaser. 

 
2.2. Notwithstanding that the contract and correspondence in connection with the contract shall 

be in the English language, the contract shall be and be deemed to be a Jordan contract 
and shall accordingly be governed by and construed cording to the laws for the time being 
in force in the Hashemite Kingdom of Jordan. 

 
2.3. Power to Vary The Work: alternations, amendments, omissions, additions, suspensions, 

or variations of the work, (hereinafter referred to as "variations") under the contract as 
shown by the contract drawings or the specification shall be made by the contractor except 
as directed in writing by the purchaser, but the purchaser shall have full power, subject to 
the provision hereinafter contained, from time to time during the execution of the contract 
by notice in writing to instruct the contractor to make such variation without prejudice to the 
contract and the contractor shall carry out such variations, and be bound by the same 
conditions, as far as applicable, as though the said variations occurred in the specification. 
If any suggested variations would, in the opinion of the contractor, if carried out, prevent 
him fulfilling any of his obligations or guarantees under the contract, he shall notify the 
purchaser thereof in writing, and the purchaser shall decide forthwith whether or not the 
same shall be carried out, and if the purchaser confirms his instructions, the contractor's 
obligations and guarantee shall be modified to such an extent as may be justified. The 
difference in cost, if any, occasioned by any such variations, shall be added to or deducted 
from the contract price as the case may require. The amount of such difference, if any, 
shall be ascertained and determined in accordance with the rates specified in the schedule 
of prices so far as the same may be applicable, and where the rates are not contained in 
the said Schedule, or are not applicable  they shall be  settled by the purchaser and the 
contractor jointly. But the purchaser shall not become liable for the payment of any charge 
in respect of any such variations, unless the instruction for the performance of the same 
shall have been given in writing by him. In the event of the purchaser requiring any 
variation, such reasonable a proper notice shall be given to the contractor as will enable 
him to make his arrangements accordingly, and in cases where goods or materials or 
security service are already prepared, or any designs, drawings, or patterns made or work 
done that requires to be altered a reasonable sum in respect thereof shall be allowed by 
the purchaser. Provided that no such variations shall, except with consent in writing of the 
contractor, be such as will involve an increase or decrease of the total price payable under 
the contract by more than 25 percent thereof. The power given to the purchaser to make 
any alteration, amendment, omission, addition or variation to, from or in any part of the 
works shall include power to vary from time to time the date for the completion of the  
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works or any part thereof, also the purchaser shall have the absolute right to increase the 
quantities in such manner that the increment does not exceed the amount of 25% of the 
total price payable under the contract, however; the same prices awarded and any other 
relevant conditions shall remain the same for this purpose. This right is valid during the 
tender validity and within 120 days from the date of the order letter, and during execution 
the work. 

 
2.4.  Precedence: In the event of any discrepancy or contradiction between the provisions of 

the conditions of tender and of the specification, the conditions of tender shall take 
precedence. 

 
2.5. Prices: The Tender calls for firm prices, 

 
3. Delay penalties:   If the service provider fails to deliver the required service under purchase 

order within contractual the time required to execution the work, the Purchaser has the right to 
deduct of the price payable under the purchase order without any objection by service provider. 
This deduction shall be calculated at the rate of one half of one percent (0.5%) of that part of 
the price payable (purchase order value) for each complete week of delay commencing on the 
due date of delivery, but shall not exceed a maximum percentage deduction of ten percent 
(10%) from purchase order value. 
 

4. Force Majeure 
4.1 The service provider shall not be liable for forfeiture of its performance security, liquidated 

damages or termination for default, if and to the extent that, it’s delay in performance or 
other failure to perform its obligations under the contract is the result of an event of Force 
Majeure. 

 
4.2 For purposes of this clause, "Force Majeure" means an event beyond the control the 

service provider not involving the supplier's fault or negligence. Such events may include, 
but are not restricted to, acts to the purchaser either in its sovereign or contractual capacity, 
wars or revolutions, fires, floods, epidemics, quarantine restrictions and fright embargoes. 

 
4.3 If a Force Majeure situation arises, the service provider shall promptly notify the purchaser 

in writing of such condition and the cause thereof. Unless otherwise directed by the 
purchaser in writing, the supplier shall continue to perform its obligations under the contract 
as far as is reasonably practical, and shall all reasonable alternative means for performance 
not prevented by the Force Majeure event. 
 

5 Terms of Payment: 
 

1. The company prefers to deal with the supplier on an open account basis, and the 
payment to be made as the following: 

 
a. The service provider has to send the Invoice and all related document, to 

IDECO Company/ financial department. 
b. 100 % of Payment will be released within one month after the receipt of 

security service and acceptance by IDECO team. 
 

2. In case the service provider  insists on L/C as a method of payment, all/LC 
charges   will be borne  by the provider  and charge to his own account and the 
terms will be as follows: 
a. The L/C will be confirmed and irrevocable but has to be acceptance L/C  
b. 100 %Payment will be released within one month after receipt of required 

service. 
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7. Rights at Termination: Termination of the contract from whatever cause arising shall be 

without prejudice to the rights of the parties accrued under the contract up to the time of 
termination. 

 
8. Arbitration and Law Applicable:  

8.1. Any dispute, question or controversy shall arise between the purchaser and the 
contractor concerning this contract the matter in dispute shall be referred to an 
arbitration committee composed of three (3) arbitrators. One arbitrator shall be 
nominated by the purchaser and one by the contractor, and the third arbitrator shall be 
appointed by both parties. If either party fails to appoint his arbitrator within one month of 
the appointment of the arbitrator by the other party, or if the two parties fail to agree on 
the third arbitrator within two months of the date of the request to refer the dispute to 
arbitration, such arbitrator shall be appointed by the president of the highest court in 
Jordan at the request of either or both parties. 

 
8.2. The decision of the arbitrators shall be final and binding on both the purchaser and the 

contractor. Any such reference shall conform to the statutory enactment or regulation 
governing arbitration as may be in force in Jordan at the time. The assessment of costs 
incidental to the reference and award respectively shall be at the discretion of the 
arbitration committee. 

 
 

9. After Awarding Tenders, winner tenderer will be assessment according to quality of good/ 
service, execution of the work, service after sale, and assessment weight will be considered 
in coming tenders’ evaluation. 
 

10. The purchaser has the complete right to reply on contractor’s clarifications during 7 days, and 
during this period there is not exemption from incurred penalty for the event.  

 
11. Where the contractor, who was awarded the bid, ceased or failed in implementing the 

conditions of the bid; IDECO Company has the right to take the appropriate decision on the 
confiscation of the amount of guarantee or insurance provided by the bidder upon his 
participation in the tender, In addition, the IDECO company has the right to the restriction of 
participation of this bidder in all of the company’s bids for the duration seen appropriate. 
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Tendering Instructions 
 

1. The Tender shall be made in one copy of the accompanying form; however, all blanks and 
schedules shall be filled up in ink, and signed without alteration to the form of tender. If any 
such alteration were made, or if these Instructions were not fully complied with, the tender may 
be rejected. The tenderer; however, is at liberty to add any further details that he may deem 
desirable and, in the event of his so doing, shall print or type such details and annex the added 
matter to the tender submitted by him. Such additional details shall not be binding upon the 
purchaser unless they shall be subsequently incorporated in the contract. 

 
2. One copy of the tender, and its accompanying documents, filled up as directed, together with 

the drawings, catalogs, and relevant documents called for, must be enclosed in a secure 
envelope endorsed (Tender for Contract) No. (36/2021) but bearing no other mark from which 
the identity of the tenderer can be ascertained. 

 
3. All correspondences in connection with this tender and all matters accompanying the tender 

that are relevant to its examination shall be in English language and expressed in metric units. 
 
4. The tender is to be held open for acceptance or rejection for a validity period of (120) days from 

the time fixed for opening the tenders. 
 
5. Tenders received prior to the time fixed for opening of tenders will be securely kept, unopened. 

Tenders received after that time will be rejected. The purchaser bears no responsibility for 
premature opening of tenders not properly addressed or identified. 

 
6. Tenders may be withdrawn by formal request received in writing from the tenderer prior to the 

time fixed for opening. If for any reason the tender should be withdrawn after the time fixed for 
opening and before expiry of the said validity period, the purchaser has the right to retain the 
full value of the tender bond. 

 
7. The successful tenderer shall abide by the commercial and professional regulations as required 

by the Ministry of Industry & Trade, Engineering Association and other relevant Institutions in 
Jordan. 

 
8. Tenderer attention is drawn to the action of customs officers in the discharge of their duties. 

Whereby air parcels are frequently opened In their own interests and in order to preserve the 
confidential nature of the tender price, tenderer are urged to pay attention to the: 

a. To dispatch the completed tender document and any covering letter only by Air Mail 
which should be endorsed and labeled in the manner laid down in paragraph 10 of 
the Instructions to Tendering. 

b. Technical literature and the like may reasonably be sent by Air Parcel or Air Freight 
but since this would then be separated from the actual Tender, each parcel should 
contain specific evidence identifying the Tender to which the contents refer. 

c. The purchaser will not consider late or incompletely delivered tenders or literature 
supporting tenders due to the action of any customs officer. 

 
9. In the event that the intending signatory does not manufacture one or more of the main 

sections of equipment and materials, then the tender submitted should give evidence to show 
that all the obligations imposed by the documents on the intending signatory have been fully 
understood and accepted, where applicable, by the manufacturer(s) to whom it would be 
intended to sub-contract one or more of the main sections of the equipment and materials. 

 
10. For overseas transport of the contractor and his Sub-contractors, suppliers and manufactures 

must give priority to Jordan shipping national lines, and to Arab shipping companies and their 
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subsidiaries for the shipping of goods, materials provided such companies ships call at the port 
of export. The contractor shall also give priority to the Royal Jordanian Airlines for air freight 
shipment and transport of personnel. 

 
11. Tenderer must submit country of origin and name of manufacturer for the offered goods. 

 
12. The foreign bidders who participate in this tender must submit their bids through a registered 

local agent or through their registered office in Jordan. 

 
13. For all manufacturers from inside Jordan it is quite essential that they have JQM for their 

products and the purchaser will have the right to accept or reject their offer if they did not 
submitted the JQM certificate with their offer. 

 
14. If samples were not re-claimed by the tenderer within one month from date of order all samples 

shall remain the property of the purchaser. 

 
15. The purchaser will not be responsible for, nor to pay for, any expenses or losses which may be 

incurred by a tenderer in the preparation of his tender. 
 
16. If the tenderer has any doubt about the meaning of any portion of the General Conditions, 

Specifications, Drawings, he shall clarify such doubts before submitting his tender, or in case of 
any further information can be obtained by an application in writing to the director general. 

 
17. Tenderer are particularly directed that the amount entered on the form of tender shall be a fixed 

price for performing the contract strictly in accordance with the bound document, and shall be 
the sum total of all the amounts printed into and entered by the tenderer upon the schedule of 
prices. 

 
18. Tender price shall include all incidental and contingent expenses. 
 
19. The tender shall be accompanied by a tender bond in the form of a Bank Guarantee valid for at 

least 120 days from the time fixed for closing date, or certified check in favor of and payable to 
the purchaser for a sum of...................................as a guarantee of good faith. This bond is to 
be issued by any approved bank in Jordan. The bond will be returned to the unsuccessful 
tenderer within 120 days from the time fixed for opening the tenders or at such earlier time as a 
tender shall have been accepted by the purchaser. In the case of the successful tenderer, the 
bond will, subject to the conditions of contract, be returned as soon as a formal contract 
agreement and a performance bond have been entered into. 

 
20. The successful tenderer have to submit a performance bond equal to (10) percent of the total 

amount of the order within (30) days from date of receipt of the order. Any delay will be subject 
to delay penalty. If the successful tenderer fails for any reason to submit the required 
performance bond within (30) days, the purchaser will confiscate the bid bond and the 
awarding letter will be cancelled too. 

21. The performance bond should be valid for a period expiring at least two years from order letter 
date. 

22. The tenderer shall state in his tender the name or names of the sureties, insurance   company, 
or bank proposed for guaranteeing the performance of the contract. 

 
23. Prices are highly recommended to be including to sales taxes and all related fees. 
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24. The tenderer may state the tender price in Jordanian Dinars. If however, a portion of the 
tenderer's expenditure under the contract is expected to be made in countries other than 
Jordan he may state a corresponding foreign currency portion of the tender price in the 
currencies of those other countries. 

25. Stamp duty and award fees are payable on Jordanian contracts according to Jordanian laws 
and, after the placing of a contract, it is the contractor's responsibility to purchase legal stamps 
to the requisite amount depending on the contract value. 

26. If after receipt of tenders, the purchaser finds any difference between prices shown on the form 
of tender in writing and in numerals, then the price shown in writing shall be considered correct 
by the purchaser and the tenderer. If any discrepancies are found between the total in the price 
schedule and the total obtained by adding the products of each quantity and its particular rate 
then, whether the price shown on the form of tender in numerals or in writing corresponds or 
not, the total obtained by adding the products of the quantities and their particular rates shall be 
considered by the purchaser and the tenderer as the tender price. 

27. Tender revaluation will be consistent with the terms and conditions set forth in the tender 
document. In addition to the tender price adjusted to correct arithmetical errors, other relevant 
factors such as the time of completion of delivery or construction, operating costs where 
applicable, or the efficiency and compatibility of the equipment, the availability of service and 
spare parts, and reliability of construction methods proposed will be taken into consideration, to 
the extent and in the manner specified in the tender documents, in determining the evaluated 
tender most advantageous to the purchaser. For comparison of all tenders, the currency or 
currencies of the tender price for each tender will be valued in terms of Jordanian Dinars. The 
rates of exchange to be used in such valuation will be the selling rates published by the central 
bank of Jordan and applicable to similar transactions, on the day tenders are opened unless 
there should be a change in the value of the currencies before the award is made. In the latter 
case, the exchange rates prevailing at the time of the decision to notify the award to the 
successful tenderer may be used. 

28. The purchaser does not bind himself to accept the lowest or any tender, nor to assign 
any reason for the rejection of any tender, nor to purchase the whole of the required 
service specified. The purchaser has the right to purchase part of the tender, even if it is 
only one item from the schedule of rates and prices. 

 
29. The tenderer shall submit with his tender in order of the relevant clauses, a statement of any 

departures from specifications, or he can fill in the related schedule attached herewith. 
Notwithstanding any description, drawings, or literature which may be submitted, all details 
other than those in the statement of departures shall be assumed to be in accordance with the 
specification. 

 
30. Although IEC standards for workmanship, equipment and materials, have been selected in this 

specification as a basis of reference, standards and specifications of other countries and 
recommendations of other international standard organizations will be acceptable provided that 
they are substantially equivalent to the designated standards and provided further that the 
tenderer submits for approval detailed specification which he proposes to use. 

 
31. References to brand names or catalog numbers, if any, in this specification have been made 

only for that equipment for which it has been determined that a degree of standardization is 
necessary to maintain certain essential features. In certain instances such references have 
also been made for purpose of convenience to specify the requirements. In either case offers of 
alternative goods which have similar characteristics and provide performance and quality at 
least equal to those specified are acceptable. Where compliance with a specific standard 
specification is called for the standard specification used shall be that in force at the time of 
tender. 
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Irbid District Electricity Co. 
 

Form of Bid Bond 
 

Tender No. (36/2021) 
 

 
Dear Sir, 

 

We are pleased to inform you that we guarantee 

M/S........................................................................ for the amount of 

.....................................................................in order to allow them to submit an offer for the due 

performance of the undertaking and obligation as specified in their Tender for Contract No.  

.........................…This Guarantee shall remain valid for a period of one hundred twenty days from 

the time fixed for opening the Tenders by IRBID DISTRICT ELECTRICITY CO. LTD. 

 

This  Guarantee  shall  be free from any interest  and  will  be extended or paid in cash upon your 

first request in any or required, without the need for natural warning or judicial proceedings and 

without any rights to delay, oppose, or stop payment on our part, or on the part of the Tenderer or 

any of his representatives whom over. This Guarantee shall be deemed valid until the submittal of 

a duly executed Performance Bond. 

 

                                                                                    

                                               

 

  Signed…………………………………………….Bank 

 

 

      (Surety) 
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Irbid District Electricity Co. Ltd. 

 
Form of Performance Bond 

 
Tender No. (36/2021) 

 
Dear Sirs, 
 
At the request of ......................................................................... bank (the Foreign Bank) and on 
behalf of M/S ………..................................................................................... Contractor's Name and 
Address), we…………..………................. Bank (the Local Bank) issue in your favor our 
irrevocable and unconditional Performance Bond No………………………in the amount 
of.................................................................. (In word), in this connection we 
…………................................... Bank (the Local Bank) hereby consider ourselves responsible 
forth unconditional payment to you or to your authorized representatives of the above sum on 
your first written demand in whole or in part notwithstanding any objections on the part of the 
above named contractor and without any need for natural warning or judicial proceedings. 
 
This Bond will expire on  ................... and shall be renewed automatically for a period of …...... 
months and for consecutive similar periods until it is returned by you to us. 
 
 
 

                                      Signed   ………………………..….........    Bank  

                                      (Surety) 
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Special Requirements and Technical Specifications 

1.0 Purpose  

IDECO seeks to hire a qualified information security service provider firm to build a customized 

fully managed Intelligent Security Operation Centre - Intelligent SOC (iSOC)  

1. The Vendor SOC should be ISO27001, ISO 20000 and ISO 22301 Certified  

a. Certificates are required. 

2. SOC should be in Jordan and should have operation model of 24/7 operation model. 

3. The SOC bidder should have successful implementation in Jordan  

a. (similar to IDECO industry is required 

b. References to be shared and IDECO have the rights to validate the reference. 

4. The SOC should base on commercial well known solution in the SIEM area. 

5. The SOC should have multiple threat feeds sources. 

6. Technology used by the SOC (SIEM) must be multi-tenant by nature not only virtualized 

system  

a. Letter from SIEM manufacturer proving the SIEM is multi-tenant.  

7. IDECO logs should be totally segregated from other customers on the SIEM not only with 

access list (DB should not be shared) 

8. Bidder should provide a verified certificate shows him as a certified MSSP/SOC provider.  

9. SOC Infrastructure Should be redundant and SLA for 99.99% availability. 

a. Certificate not required but proof is a must. 

2.0 General requirements  

Scope of work include the following: 

1. The scope should cover Monitoring of 100 devices with average 1500 EPS, and SOC 

should capable to handle up to 2000 EPS peak.  

2. The monitoring should be based on correlated rules rather than SIEM Standard rules 

a. IDECO have the rights to ask for use cases to be developed prior to any 

acceptance.   

3. IDECO will have the right to request unlimited of use cases, and for any use case needed 

the SOC should develop it and in cases logs are not sufficient, then the SOC should 

provide step by step the required logs enabling. 

4. The SOC should be responsible to carry out event analysis with the statistical events 

correlation rules. This should include the correlation of the events from the 

devices/solutions under scope. 

5. Creation and adding custom correlation rules for the IDECO’s devices under scope. SOC 

will review and fine-tune rules as and when required. 

6. For any detected threat or attacks discovered globally might affect IDECO, then the SOC 

should provide advisory report and should build the usecase on the SOC. 

a. IDECO will have access to all use cases related to their SOC services for evaluating 

rules 

7. IDECO should have direct access for the SOC system over a secured portal (web-based).  

a. Access should not be limited to dashboard only. (access should be guaranteed to 

rules, reports, raw logs, investigation screens should be included …) 
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8. SOC should prepare daily/weekly/monthly reports to summarize the list of incidents, 

security advisories, and other security recommendations  

a. Customized SLA to be developed for IDECO.  

9. IDECO has the rights to have a PoC period for a month, during this period IDECO has the 

rights to revoke the bidder in case the PoC isn’t meet IDECO requirements’. 

10. SOC should provide Dark Internet monitoring for the following and reporting should be 

based on the agreed SLA: 

a. All emails and accounts that already compromised and report them.  

b. All public IP’s and domain and names of IDECO. 

c. Report compromised servers/data.  

d. Vulnerable servers/application. 

e. Such monitoring should be continuous (i.e., not based on assessments or audit). 

11. This RFP lists detailed specification of the required service by IDECO.  

12. Bidders are requested to submit their proposals for providing the service against the 

requirements. 

a. Bidder should clearly response to these requirements with a clear and transparent 

compliance sheet following the table below: 

Schedule No.1 

S. No. Description 

Bidder Response 

Compliance 

(Yes/No) 
Bidder Comment 

1.0 Purpose  

IDECO seeks to hire the services of a qualified information security services firm to build 

customized fully managed Intelligent Security operation center Intelligent-SOC (ISOC) 

1 

The Vendor SOC should be ISO27001, ISO 20000 

and ISO 22301 Certified and Evidence for this 

certification should be provided 
  

13. For each of the requirement category mentioned in the RFP, the bidder response should 

include the following:  

a. Detailed Compliance for each point with Evidence 

b. Process & methodology used to deliver the services 

c. Description of used technology 

d. Experience of delivering the service for similar customers (with name and reference 

of customers)  

e. Professional Profiles for personnel as specified in this RFP 

14. All required hardware should be included in the Offer. 

3.0 Implementation: 

1. The project should be done according to the following approach: 

a. Gap analysis including penetration test and understanding the IDECO network.  

b. Usecase development and customization. 

c. Monitoring, Alerting, and Reporting. 

2. Gap Analysis Stages:  

This stage will include following activities: 

a) Review the current cyber-security policies and procedures. 

b) Recommendation on the changes for such policies. 

3. Log Collection: 
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a. Log collection strategy per system should be developed  

b. All advance logs should be collected in windows this include: 

i. Sysmon services 

ii. DHCP logs  

iii. Mail logs  

iv. DNS logs  

v. Endpoint Logs (Windows log server, Anti-Virus Endpoint, EDR Solution, DLP, 

… ) 

vi. Linux/Unix Logs  

vii. Syslog’s for (Network elements, Unix, Linux) 

c. All Vulnerability assessment results should be integrated with the SOC by direct 

integration not as importing process. 

d. The SOC should utilize NMAP process over log collector for more visibility. 

4. Monitoring, Alerting, and Reporting: 

a. SOC should build all needed Reports, Dashboards, Alerts, and rules as per the 

IDECO requirement within max 3 days from the requests 

b. Use cases related to insider threats and malpractices should be included in the use 

cases development. 

c. SOC should support retention for 1 year “as online” for the logs  

d. The SOC should have the capability to stop the attack if required by the IDECO 

without additional charges. 

e. The SOC should have multiple threat intelligence feeds, and evidence for those 

threat feeds is required (at least one Threat Feeds should not be Licensed) 

f. Threat Intelligent Feeds should have STIX/TAXI API integration (proof should 

provide). 

5. NOC Services: 

a. SOC should provide Monitoring and reporting for systems availability that include: 

i. Servers/Service availability 

ii. Disk Space issues  

iii. RAM/CPU utilization  

iv. Network topology Mapper 

b. SOC Should build dashboard and reports for NOC capabilities, such access should 

be provided to IDECO under separate dashboard from the security dashboard but 

under same portal. 

c. SOC should provide latency reports for IDECO servers 

4.0 SOC Technology: 

1. Bidder should have the technology that support the following: 

a. SOC should have the containerized capability solution like docker’s in each network 

that can-do active port scanning, conduct specific Vulnerabilities check, and can 

have user’s enumeration checks. And integrate the results back with SIEM. 

b. The technology used for Log analysis should have the capabilities for integration 

with Vulnerability Management program and to conduct correlation based actual 

vulnerabilities exist 

c. The technology used should have parsing capabilities to parse logs from internal 

developed application with the following capabilities as minimum: 

- Ability to define patterns that repeat as variables. 
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- Ability to define functions to identify key value pairs 

- Ability to perform test and case functions 

- Ability to perform transforms on the data at the parsing stage. 

2. SIEM used should be discover all CMDB and should have an application group that 

automatically populates devices under the group. For example, the application group “IIS 

Servers” should list all devices running Microsoft IIS. 

3. The SOC should be able forward any collected event information. 

4. The SIEM should provide a unified analytics interface that allows the same query language 

to analyse both log data and performance data. 

5. The system should be able to drop events on the collectors that are not relevant or not 

needed. This should not impact any licensing provided (Such scenario will be tested) 

6. SOC should provide vulnerability scanner for unlimited number of IP’s. All scans and 

results should be totally managed by the SOC.  

7. SOC Should utilize the current Log Collection method used in the IDECO. 

5.0 Process: 

1. SOC should build the Key Risk Indicator (KRI) and Key Performance Indicator (KPI) for 

IDECO which include the Following areas (all Mathematical Equations for such KPI’s and 

KRI’s should be provided as examples in the Bidder proposal) 

a. Attack Containment KPI’s 

b. Awareness Management KPI’s 

c. Web Security Controls KPI (WAF Protection KPI) 

 

6.0 IDECO Admins Enablement’s: 

1. Bidder should conduct enablement’s training for IDECO team that include following: 

a. Training on the technology used (SOC) 

b. Training on Playbook Development  

 

 7.0 SOC Team Capabilities Offer Expectations:  

1. Due to Project Security significance, bidder must have following Security certificates at the 

time of bidding 

• Minimum 3 SOC analysts should have the highest Certification on the SIEM 

o  (IDECO will do certification verification for certificates)   

• Minimum 2 certified Offensive Security Certified Professional  

o (OSCP) (Should be one of the SOC resources) 

• Certified Licensed Penetration tester (Should be one of the SOC resources) 

• Certified Microsoft Engineer (Should be one of the SOC resources) 

• Certified Information Security Manager (CISM) (Should be one of the SOC resources) 

• Preferred to have at least single Forensics investigation Certified Engineers (one of the 

SOC resources). 

2. Include names and complete CVs of all personnel who will perform the services requested. 

Describe the qualifications and relevant experience. 

3. The full project team must be on the company pay roll. 
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Schedule No.2 

 

S. 
No. 

Description 

Bidder Response 

Compliance Bidder 
Comment 

(Yes/No) 

1.0 Purpose  

IDECO seeks to hire the services of a qualified information security 
services firm to build customized fully managed Intelligent Security 
operation center Intelligent-SOC (ISOC) 

1 

The Vendor SOC should be 
ISO27001, ISO 20000 and ISO 22301 
Certified and Evidence for this 
certification should be provided 

    

  a.      Certificates are required.     

  
2.      SOC should be in Jordan and 
should have operation model of 24/7 
operation model. 

    

  
3.      The SOC bidder should have 
successful implementation in Jordan 

    

  
a.      (similar to IDECO industry is 
required 

    

  
b.      References to be shared and 
IDECO have the rights to validate the 
reference. 

    

  
4.      The SOC should base on 
commercial well known solution in the 
SIEM area. 

    

  
5.      The SOC should have multiple 
threat feeds sources. 

    

  
6.      Technology used by the SOC 
(SIEM) must be multi-tenant by nature 
not only virtualized system 

    

  
a.      Letter from SIEM manufacturer 
proving the SIEM is multi-tenant. 

    

  

7.      IDECO logs should be totally 
segregated from other customers on 
the SIEM not only with access list (DB 
should not be shared) 
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8.      Bidder should provide a verified 
certificate shows him as a certified 
MSSP/SOC provider. 

    

  
9.      SOC Infrastructure Should be 
redundant and SLA for 99.99% 
availability. 

    

  
a.      Certificate not required but proof 
is a must. 

    

  2.0 General requirements      

  Scope of work include the following:     

  

1.      The scope should cover 
Monitoring of 100 devices with 
average 1500 EPS , and SOC should 
capable to handle up to 2000 EPS 
peak. 

    

  
2.      The monitoring should be based 
on correlated rules rather than SIEM 
Standard rules 

    

  
a.      IDECO have the rights to ask for 
use cases to be developed prior to 
any acceptance.   

    

  

3.      IDECO will have the right to 
request unlimited of use cases, and 
for any use case needed the SOC 
should develop it and in cases logs 
are not sufficient, then the SOC 
should provide step by step the 
required logs enabling. 

    

  

4.      The SOC should be responsible 
to carry out event analysis with the 
statistical events correlation rules. 
This should include the correlation of 
the events from the devices/solutions 
under scope. 

    

  

5.      Creation and adding custom 
correlation rules for the IDECO’s 
devices under scope. SOC will review 
and fine-tune rules as and when 
required. 
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6.      For any detected threat or 
attacks discovered globally might 
affect IDECO, then the SOC should 
provide advisory report and should 
build the usecase on the SOC. 

    

  
a.      IDECO will have access to all 
use cases related to their SOC 
services for evaluating rules 

    

  
7.      IDECO should have direct 
access for the SOC system over a 
secured portal (web-based). 

    

  

a.      Access should not be limited to 
dashboard only. (access should be 
guaranteed to rules, reports, raw logs, 
investigation screens should be 
included …) 

    

  

8.      SOC should prepare 
daily/weekly/monthly reports to 
summarize the list of incidents, 
security advisories, and other security 
recommendations 

    

  
a.      Customized SLA to be 
developed for IDECO. 

    

  

9.      IDECO has the rights to have a 
PoC period for a month, during this 
period IDECO has the rights to revoke 
the bidder in case the PoC isn’t meet 
IDECO requirements’. 

    

  

10.   SOC should provide Dark 
Internet monitoring for the following 
and reporting should be based on the 
agreed SLA: 

    

  
a.      all emails and accounts that 
already compromised and report 
them. 

    

  
b.      all public IP’s and domain and 
names of IDECO. 

    

  
c.      report compromised 
servers/data. 

    

  d.      Vulnerable servers/application.     
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e.      Such monitoring should be 
continuous (i.e., not based on 
assessments or audit). 

    

  
11.   This RFP lists detailed 
specification of the required service 
by IDECO. 

    

  
12.   Bidders are requested to submit 
their proposals for providing the 
service against the requirements. 

    

  

a.      Bidder should clearly response 
to these requirements with a clear 
and transparent compliance sheet 
following the table below: 

    

        

  

1.      For each of the requirement 
category mentioned in the RFP, the 
bidder response should include the 
following: 

    

  
a.      Detailed Compliance for each 
point with Evidence 

    

  
b.      Process & methodology used to 
deliver the services 

    

  c.      Description of used technology     

  
d.      Experience of delivering the 
service for similar customers (with 
name and reference of customers) 

    

  
e.      Professional Profiles for 
personnel as specified in this RFP 

    

  
2.      All required hardware should be 
included in the Offer. 

    

  3.0 Implementation:     

  
1.      The project should be done 
according to the following approach: 

    

  
a.      Gap analysis including 
penetration test and understanding 
the IDECO network. 

    

  
b.      Usecase development and 
customization. 

    

  
c.      Monitoring, Alerting, and 
Reporting. 

    

  2.      Gap Analysis Stages:     
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This stage will include following 
activities: 

    

  
a)      Review the current cyber-
security policies and procedures. 

    

  
b)     Recommendation on the 
changes for such policies. 

    

  3.      Log Collection:     

  
a.      Log collection strategy per 
system should be developed 

    

  
b.      All advance logs should be 
collected in windows this include: 

    

  
                                                    i.     
Sysmon services 

    

  
                                                   ii.     
DHCP logs 

    

  
                                                  iii.     
Mail logs 

    

  
                                                  iv.     
DNS logs 

    

  

                                                   v.     
Endpoint Logs (Windows log server, 
Anti-Virus Endpoint, EDR Solution, 
DLP, … ) 

    

  
                                                  vi.     
Linux/Unix Logs 

    

  
                                                vii.     
Syslog’s for (Network elements, Unix, 
Linux) 

    

  

c.      All Vulnerability assessment 
results should be integrated with the 
SOC by direct integration not as 
importing process. 

    

  
d.      The SOC should utilize NMAP 
process over log collector for more 
visibility. 

    

  
4.      Monitoring, Alerting, and 
Reporting: 

    

  

a.      SOC should build all needed 
Reports, Dashboards, Alerts, and 
rules as per the IDECO requirement 
within max 3 days from the requests 
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b.      Use cases related to insider 
threats and malpractices should be 
included in the use cases 
development. 

    

  
c.      SOC should support retention 
for 1 year “as online” for the logs 

    

  

d.      The SOC should have the 
capability to stop the attack if required 
by the IDECO without additional 
charges. 

    

  

e.      The SOC should have multiple 
threat intelligence feeds, and 
evidence for those threat feeds is 
required (at least one Threat Feeds 
should not be Licensed) 

    

  
f.       Threat Intelligent Feeds should 
have STIX/TAXI API integration (proof 
should provide). 

    

  5.      NOC Services:     

  
a.      SOC should provide Monitoring 
and reporting for systems availability 
that include: 

    

  
                                                    i.     
Servers/Service availability 

    

  
                                                   ii.     
Disk Space issues 

    

  
                                                  iii.     
RAM/CPU utilization 

    

  
                                                  iv.     
Network topology Mapper 

    

  

b.      SOC Should build dashboard 
and reports for NOC capabilities, such 
access should be provided to IDECO 
under separate dashboard from the 
security dashboard but under same 
portal. 

    

  
c.      SOC should provide latency 
reports for IDECO servers 

    

  4.0 SOC Technology:     

  
1.      Bidder should have the 
technology that support the following: 
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a.      SOC should have the 
containerized capability solution like 
docker’s in each network that can-do 
active port scanning, conduct specific 
Vulnerabilities check, and can have 
user’s enumeration checks. And 
integrate the results back with SIEM. 

    

  

b.      The technology used for Log 
analysis should have the capabilities 
for integration with Vulnerability 
Management program and to conduct 
correlation based actual 
vulnerabilities exist 

    

  

c.      The technology used should 
have parsing capabilities to parse 
logs from internal developed 
application with the following 
capabilities as minimum: 

    

  
-        Ability to define patterns that 
repeat as variables. 

    

  
-        Ability to define functions to 
identify key value pairs 

    

  
-        Ability to perform test and case 
functions 

    

  
-        Ability to perform transforms on 
the data at the parsing stage. 

    

  

2.      SIEM used should be discover 
all CMDB and should have an 
application group that automatically 
populates devices under the group. 
For example, the application group 
“IIS Servers” should list all devices 
running Microsoft IIS. 

    

  
3.      The SOC should be able 
forward any collected event 
information. 

    

  

4.      The SIEM should provide a 
unified analytics interface that allows 
the same query language to analyse 
both log data and performance data. 
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5.      The system should be able to 
drop events on the collectors that are 
not relevant or not needed. This 
should not impact any licensing 
provided (Such scenario will be 
tested) 

    

  

6.      SOC should provide 
vulnerability scanner for unlimited 
number of IP’s. All scans and results 
should be totally managed by the 
SOC. 

    

  
7.      SOC Should utilize the current 
Log Collection method used in the 
IDECO. 

    

  5.0 Process:     

  

1.      SOC should build the Key Risk 
Indicator (KRI) and Key Performance 
Indicator (KPI) for IDECO which 
include the Following areas (all 
Mathematical Equations for such 
KPI’s and KRI’s should be provided 
as examples in the Bidder proposal) 

    

  a.      Attack Containment KPI’s     

  b.      Awareness Management KPI’s     

  
c.      Web Security Controls KPI 
(WAF Protection KPI) 

    

  6.0 IDECO Admins Enablement’s:     

  
1.      Bidder should conduct 
enablement’s training for IDECO team 
that include following: 

    

  
a.      Training on the technology used 
(SOC) 

    

  
b.      Training on Playbook 
Development 

    

        

  
 7.0 SOC Team Capabilities Offer 
Expectations:  

    

  

1.      Due to Project Security 
significance, bidder must have 
following Security certificates at the 
time of bidding 

    

  
•        Minimum 3 SOC analysts 
should have the highest Certification 
on the SIEM 
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o    (IDECO will do certification 
verification for certificates)   

    

  
•        Minimum 2 certified Offensive 
Security Certified Professional  

    

  
o   (OSCP) (Should be one of the 
SOC resources) 

    

  
•        Certified Licensed Penetration 
tester (Should be one of the SOC 
resources) 

    

  
•        Certified Microsoft Engineer 
(Should be one of the SOC 
resources) 

    

  
•        Certified Information Security 
Manager (CISM) (Should be one of 
the SOC resources) 

    

  

•        Preferred to have at least single 
Forensics investigation Certified 
Engineers (one of the SOC 
resources). 

    

  

2.      Include names and complete 
CVs of all personnel who will perform 
the services requested. Describe the 
qualifications and relevant 
experience. 

    

  
3.      The full project team must be on 
the company pay roll. 
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Price Summary  
 

 The tenderer shall enter in the appropriate columns of this schedule the prices at which each 
item will be supplied. Prices shall include sales taxes and all related fees. 
 

 IDECO Company is not exempted from custom duties, sales taxes, import license fees 
and any other tariffs. 
 
 

Schedule No. (3) 
 

No. Material Currency 
Unit Price 

For one year 
commitment  

Total Price 
For two year 
commitment  

1 

Implementation to Intelligent 
security operation Centre – 
intelligent SOC     ( ISOC). 

With two years commitment.  

   

Total Contract Price (in words) 
 

  

 
Name(s) of Sureties: 
Name(s) and Address of Tenderer: 
Tele / Fax:      Answer Back Code:    
 
Signature:      Position of Signatory: 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


